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 Agenda
 • What   is   Swift?• What   is   Swift   NOT?• Features• Architecture   of   Swift• Swift   API• Swift   proxy• Storage   Policies• Middleware• Some   Middleware   available• Demo
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 What  is  Swift  Object  Storage?
 • Swift   is   a   highly   available,   distributed,   eventually   consistent   object/blob   store.
 • It   was   originally   developed   by   Rackspace,   and   is   now   maintained   by   the   OpenStack Foundation.
 • Although   Swift   is   one   of   the   two   original   OpenStack projects   (along   with   Nova),   is   it   one   of   the   few   components   that   can   currently   be   used   as   a   stand-‐alone   component.
 • It   is   designed   to   store   high   volumes   of   data,   efficiently,   and   cheaply.      It   is   designed   for   use   with   commodity   hardware,   and   doesn’t   require   RAID   support.
 • Swift   is   already   being   used   for   massive   storage   by   many   organizations   (Rackspace   cluster   is   over   85   petabytes).
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 What  is  Swift  NOT?
 • Swift   is   not   transactional   storage.      It   is   not   a   database.      It   can   have   small   periods   of   inconsistency   during   uploads,   rebalancing,   addition   of   new   hardware.
 • Swift   is   not   a   POSIX   file   system,   and   is   not   “mounted”.• Swift   doesn’t   provide   block   storage.      It   is   not   a   replacement   for   OpenStack Cinder.
 • In   order   to   guarantee   availability,   Swift   does   not   have   features   such   as   storage   de-‐duplication   (although   new   feature   Erasure   Codes   is   replacement).
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 Swift  Features
 • Swift   has   many   built   in   features:• REST   API• Large   file   support• Object   versioning• Object   expiration• Temporary   URL   management• Form   post   middleware• Custom   metadata• Range   requests• Static   web   hosting• Domain   map   middleware• Bulk   operations   middleware
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 Architecture  of  Swift
 • Swift   is   a   large   collection   of   independent   software   processes   (17   of   them   in   all)   cooperating   as   a   Software   Defined   Storage   system.
 • Swift   is   designed   as   a   horizontal   architecture.      Based   on   requirements,   the   various   processes   can   be   combined   on   a   single   node   or   spread   across   many,   many   systems.
 • The   design   of   Swift   is   split   into   four   major   layers   (proxy,      account,   container,   and   object   layer).
 • The   data   elements   of   the   cluster   are   divided   into   regions,   zones,   nodes,   and   partitions.
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 Small  Swift  Cluster
 LDAP/auth
 Node 1 Node 2
 Objects
 Accounts / Containers
 Accounts / Containers
 Objects
 Objects
 Objects
 client
 swift-proxy swift-proxy
 HAProxy
 memcached

Page 8
                        

8 confidential  and  restricted
 Medium  Swift  Cluster
 swift-proxyswift-proxy
 LDAP/auth
 Node 1 Node 2 Node 3
 Objects
 Accounts / Containers
 Accounts / Containers
 Objects
 Objects
 Objects
 Objects Objects
 Accounts / Containers
 clientload balancer load balancer
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 OpenStack  Architecture

Page 10
                        

10 confidential  and  restricted
 Swift  API
 • All   manipulation   of   Swift   data   (create,   retrieve,   update,   delete)   is   done   using   a   simple   REST   API   (HTTP   verbs   GET/PUT/DELETE/POST/HEAD).
 • The   Swift   API   is   easily   used   via   curl   or   any   standard   HTTP   library.
 • Swift   comes   with   the   canonical   client   library   (python-‐swiftclient).
 • There   are   client   libraries   for   Swift   in   essentially   all   common   programming   languages   (including   Java/C#).
 • Swift   allows   attaching   and   retrieving   custom   meta-‐data   to   objects   by   using   HTTP   headers.
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 Swift  API  Example
 Authentication  Example:curl  -v  -X  GET  –H  “X-Auth-User:  myusername”      \
 -H  “X-Auth-Key:  mysecretpassword”    \https://swift.example.com/auth/v1.0
 Retrieve  File  Example:curl  -v  -X  GET  \
 -H  "X-Storage-Token:  AUTH_tk0d56b04256eb432cb8a5e8c1172d0570”  \https://swift.example.com/v1/AUTH_rcoleman/container9/foo.png
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 Swift  Proxy
 • The   Swift   access   layer   is   handled   via   a   smart   proxy.• The   proxy/access   layer   is   the   external   access   point   for   all   external   interactions.
 • During   writes,   the   proxy   will   upload   multiple   copies   (based   on   replica   policy)   to   multiple   locations   of   the   cluster.      It   will   return   success   when   a   quorum of   writes   is   successful.
 • The   proxy   uses   modified   consistent   ring   hashing   to   distribute   the   objects   throughout   the   cluster,   both   for   writing   and   reading.
 • Additional   proxies   can   be   added   incrementally.
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 Swift  Storage  Layer
 • The   Swift   Storage   Layer   stores   the   actual   object   files.• The   storage   layer   handles   replication   of   replicas.• The   storage   layer   detects   failed   nodes   and   drives   and   rebalanced   the   cluster   to   maintain   replica   count.
 • The   storage   layer   detect   corrupted   files   and   quarantines   them   and   copies   a   fresh   replica.
 • Nodes   and   disks   can   be   added   incrementally   to   the   storage   layer,   and   be   made   to   the   cluster   while   live.
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 Swift  Storage  Policies
 • By   default,   Swift   replicates   each   object   for   a   total   of   3   copies.      This   is   configurable   via   storage   policies.      Multiple   storage   policies   can   be   active   at   one   time,   such   that   different   containers   have   varying   number   of   replicas.
 • Swift   stores   objects   using   a   unique-‐as-‐possible algorithm.• Swift   can   be   assigned   regions to   handle   multi-‐data   center   replication.
 • Swift   can   be   assigned   zones to   segment   failure   domains   within   a   datacenter   (different   racks,   different   power   zones,   etc.).
 • When   using   multiple   regions,   Swift   automatically   provides   read   affinity (based   on   latency)   and   can   be   configured   with   write   affinity.
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 Swift  Middleware
 • Swift   allows   the   insertion   of   middleware   into   the   request/response   flow.
 • We   will   be   using   custom   middleware   to   integrate   the   authentication   of   Swift   with   AD/LDAP   (or   directly   integrating   with   xStream   sessions).
 • Many   of   the   features   of   Swift   are   from   built-‐in   middleware,   and   can   be   easily   enabled/disabled.
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 Large  File  Support
 • By   default,   the   largest   file   that   can   be   stored   in   Swift   is   5gig.• Built   in   middle   provides   two   types   of   support   for   large   files:   Static   Large   Files and   Dynamic   Large   Files.
 • Large   files   are   split   into   multiple   objects   and   stored   independently.      There   is   an   additional   object   manifest that   specifies   all   the   parts   of   the   file.
 • The   Swift   proxy   is   able   to   retrieve   the   individual   parts   of   the   large   file   in   parallel   and   re-‐assemble   the   file   before   returning   it.
 • By   splitting   the   large   files,   the   cluster   is   able   to   retain   balance   even   with   extremely   large   files.      It   also   speeds   retrieval   by   using   multiple   spindles.
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 Object  Versioning
 • Object   versioning   stores   old   versions   of   an   object   in   a   separate   container.
 • If   you   overwrite   an   object   with   a   new   version,   the   old   version   will   be   copied   to   the   container   storing   older   versions.
 • If   you   delete   the   current   version   of   an   object,   the   system   will   restore   the   previous   version   of   the   object   to   that   location   (it   is   essentially   a   stack   of   versions).
 • Object   versioning   is   activated   on   a   container   by   container   basis.
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 Temporary  URLs
 • Temporary   URLs   give   users   temporary   access   to   objects   (temporary   downloads).
 • These   URLs   provide   time-‐limited   access   to   objects   without   a   username/password.      These   can   be   used   for   both   reading   objects,   as   well   as   upload/updates.
 Example:
 https://swift-‐cluster.example.com/v1/my_account/container/object?temp_url_sig=5c4cc8886f36a9d0919d708ade98bf0cc71c9e91&temp_url_expires=1374497657
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 Form  Post  Middleware
 • A   common   use   case   is   allowing   users   to   use   an   HTML   form   to   upload   files.
 • Form   post   middleware   allows   you   to   embed   the   form   and   its   processing   logic   in   Swift.
 • Form   Posts   middleware   allows   you   to:• Upload   multiple   files   designated   on   the   same   form,   prepending   a   static   prefix   to   the   given   filename.
 • Redirect   to   another   URL   (“thank   you   page”,   etc.)   afterwards
 • Set   maximum   file   size• The   form   can   be   styled   (CSS,   etc.)   like   any   other   web   page.
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 Demo
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