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Fundamental IOS Security
 Troy Sherman - Geek
 BRKSEC-2007
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• Introduction
 • Basic Network
 • Layer 2-3 Basic’s
 • User Security
 • Control Plane Security
 • Access Control Lists
 • Layer 2
 • Fundamental IPv6 Security vs. IPv4
 • Conclusion
 Agenda
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Who am I?
 • My name is Troy Sherman
 • Have been at Cisco over 17 years
 • Have worked on security over 13 years at Cisco
 • Unlike most Cisco employees, I do not know everything
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What are We Not Going to Do
 • What is not covered
 • Access Control Server (ACS)
 • User Identity Protection (Like 802.1x)
 • Scansafe
 • Intrusion Prevention/Detection Systems (IPS, IDS)
 • Advanced IPv6 Security
 • Firewalls – both IOS and ASA
 • Context Aware Security
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Our Basic Network
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Let’s Build Our Basic Network
 • General overall network to show where stuff is enabled
 • We will be doing basic IOS security, excluding firewalls
 • Firewalls are covered in the ASA and Advanced IOS sessions
 • Where it is best place to actually enable the features
 • Where should we start?
 • What are you worried about?
 • Should we treat every router or switch the same?
 • Depends, as always
 • Many of the setting can be enabled by using autosecure on the router
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Our Network
 Data Network
 10.1.*.*
 Voice/Video Network
 192.168.*.*
 DC
 172.1.*.*
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Fundamental Security – How Should We Do It?
 • What to turn on that is easy to manage
 • Above starter, but not advanced
 • Should not need a CCIE to understand what is happening
 • Many features are “set and forget”
 • Which is good, they work without having to fiddle with them all the time
 • Security is like building a Race Car
 • How fast you want to go, how much you want to spend?• Going fast = cubic money
 • How secure you want to be, how much you want to spend?• Being secure does not have to = cubic money
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Starting In Your Network
 • You will have to make that decision yourself on where to start
 • I would suggest you come up with a basic plan
 • The plan should include what you think is important and what management thinks is important
 • Some Ideas to help drive where to start
 • What keeps your company in business?
 • What is important to your management?
 • Where is the money stored?• And by money, I mean real money or what is worth the most to the outside world
 • Are you worried about your users?• Meaning – every engineer at cisco understands networking – maybe we should control this area
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Black hole Slide
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Layer 2-3 Basic’s
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Login Methods
 • How do we log in?
 • Telnet is not our friend – in the clear
 • Devices should have SSH enabled*
 • Management traffic is no longer in the clear
 • Requirements for SSH
 • RSA keypair must be created on device
 • IOS image must support encryption
 • Management app must support SSH access
 line vty 0 4
 transport input ssh
 * autosecure setting
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Login – Restricting Access
 • We should only allow IP addresses from trusted areas
 • Configure and Access List (ACL) to restrict login access
 • Management plane security
 ip access-list extended LOGIN_ACL
 permit tcp host 10.1.1.100 any eq 22
 !
 line vty 0 4
 access-class LOGIN_ACL in
 transport input ssh
 Router(config)# control-plane host
 Router(config-cp-host)# management-interface Fastethernet0/0 allow ssh
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Login Security
 • Banner on login prompts
 • Password Security
 • Restrict connections attempts
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Baseline – Login Banner
 Welcome to Cisco’s Router! Unauthorized access is not allowed.
 * autosecure setting
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How to Configure a Banner
 • Language matters
 • Requirements from legal department
 • Remember laws based on where the devices are – country and state
 • Example uses % as the message delineator
 Router(config)# banner login %
 Enter TEXT message. End with the character ‘%’.
 This is a LOGIN banner %
 Router(config)# banner exec %
 Enter TEXT message. End with the character ‘%’.
 This is a EXEC banner %
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Login Banners In Use[User]$ SSH 10.1.1.1
 **Unauthorized access to this network device is prohibited.**
 You must have explicit permission to access or configure this
 device. All activities performed on this device are logged and
 violations of this policy may result in disciplinary action.
 Username: cisco
 Password: ******
 ***By successfully logging in, you acknowledge that you have
 explicit permission to access and configure this device. You
 accept that all activities performed on this device are logged
 and violations of this policy may result in disciplinary action.
 Router#
 Warns user that they should back out now if they are not authorized to access the system.
 Acknowledges that user has successfully logged in and is responsible for actions.
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Password Security
 • 10 Billion devices on the net
 • Millions if not billions have default passwords
 • Passwords for the network have to be restricted
 • Password encryption methods are
 • Password encryption service (insecure)
 • SHA256/MD5 HASH
 • Passwords should have failed login attempts

Page 20
                        

Password Restrictions
 • Cisco IOS devices do not restrict passwords by default
 • Password restriction ensures local passwords adhere to the following rules
 • Must contain characters from at least three of the following classes• Lowercase letters
 • Uppercase letters
 • Numbers
 • Special characters
 • Cannot have a character repeated more then three times in a row
 • Cannot be the same as the associated username.
 • Cannot be variant of the word “cisco”.
 * autosecure setting

Page 21
                        

Password Encryption
 • Service encryption
 • Weak – google will point you to a many crackers
 • SHA256 is what should be used, it is default in IOS 15.x and higher if not using centralized passwords
 Router(config)#enable secret ?
 0 Specifies an UNENCRYPTED password will follow
 4 Specifies an SHA256 ENCRYPTED secret will follow
 5 Specifies an MD5 ENCRYPTED secret will follow
 LINE The UNENCRYPTED (cleartext) 'enable' secret
 level Set exec level password
 Router(config)#enable secret cisco
 enable secret 4 tnhtc92DXBhelxjYk8LWJrPV36S2i4ntXrpb4RFmfqY
 enable password cisco
 * autosecure setting
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Access Control Server (ACS) Integration
 • Passwords are safer when centrally controlled
 • ACS provides a central service to store passwords
 • Compromised devices then provide no additional passwords
 ACS Server
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Session Limits
 • Configuring restrictions will help to eliminate brute force attacks
 • Login block for failed login attempts
 Password Length Time to Crack
 12 Digit password 6 months
 12 digit password with login restriction 758 billion years
 login block-for 30 attempts 3 within 10
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User Security
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Functionality Based on Security
 View Config Troubleshoot
 Command
 Edit Config
 Contractor XXX XXX
 NOC XXX XXX
 Admin XXX XXX XXX
 TAC XXX XXX XXX
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Commands Based on Security
 Config Interface Config Routing
 Protocols
 Config Access
 Control
 Routing Protocols XXX XXX
 Security XXX XXX
 Admin XXX XXX XXX
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User EXEC Mode
 • Privilege Level 0
 • Can only enable
 Privileged EXEC Mode
 • Privilege Level 1
 • View status of router
 Global Configuration
 Mode
 • Privilege Level 15
 • Configuration commands
 Privilege Levels
 Router>
 Router#
 Router(config)#
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Changing Privilege Levels of Commands
 Level 15
 Level 7
 Level 1
 interface ethernet0/0
 shutdown
 username NOC
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Role Based Access Control
 • Creates views so users can only view a subset of commands in the parser
 • Provides more detailed control over CLI access
 • Assigned views to each user with restriction
 • Commands seen in parser
 • Commands allowed to be issued
 • Superviews can be used to aggregate functionality
 parser view INTERN
 secret
 commands exec include show version
 commands exec include show
 Introduced in 12.3(7)
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Remote Command Authorization
 • Centralized server to verify commands before execution
 • User gets command authorization set based on device
 • Scalable solution for large network environments
 • Router will communicate with ACS to verify command before execution
 Will IOS allow user issue command?
 • Privilege level of user and command
 • Local command authorization
 Is the user authorized to run the command?
 • ACS server command list
 • Remote command authorization
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Fault/Attack Recover
 • If router is compromised
 • How to mitigate the impact?
 • Restore device back to last known working condition?
 • Mitigating the impact of configuration changes
 • Configuration Archive
 • IOS Resiliency
 • Tracking down the source of the change
 • Command Accounting
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Configuration Backup and Rollback
 • Stores configuration periodically to destination location
 • Force a configuration archive
 • Rollback configuration
 archive
 path disk0:myconfig_backup
 maximum 5
 time-period 1440
 Router# configure replace disk0:myconfig_backup-<date>
 Router# archive configuration
 Introduced 12.3(7)T
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• Saves a copy of the running-config and system image onto local storage
 • This is called the primary bootset
 • Primary bootset can be used to restore a previous image and config
 • Feature can only be disabled by a console session
 • Can be initially enabled via any CLI session
 IOS Resiliency
 Running Config
 System Image
 Primary Bootset
 Introduced 12.3(8)T
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Network Accounting
 • Log command history to location
 • Local archive
 • ACS
 • Tracks configuration changes
 • Per-session
 • Per-userarchive
 log config
 logging enable
 logging size 200
 hidekeys
 notify syslog
 Router#show archive log config all
 idx sess user@line Logged command
 1 8 NOC@vty0 |interface Ethernet0/2
 2 8 NOC@vty0 | shutdown
 Introduced 12.3(8)T
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Access Control Lists
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What are ACL’s good for Anyway?
 • Can control things that do not change on a daily basis
 • Do interesting things that prevent people from doing things they should not be doing
 • For any data flow, look at the flow and determine where and who should see it
 • Make gathering information hard enough to make someone go look someplace else

Page 37
                        

Our Network Data/Voice
 Data Network
 10.1.*.*
 Voice/Video Network
 192.168.*.*
 DC
 172.1.*.*
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Control the Access To Devices
 • Voice/Video takes 2 paths
 • TCP for call setup
 • UDP for audio/video
 • Do 2 endpoints talk TCP to each other?
 • The answer is no
 • How would you write this ACL?
 • Allow TCP from 10.1.*.* and 192.168.*.* to 172.1.*.*
 • Allow UDP from 10.1.*.* to 192.168.*.*
 • You can deny TCP to and from 10.1.*.* and 192.168.*.*• Default…..
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Control the Access To Devices
 permit tcp 10.1.0.0 0.0.255.255 172.1.0.0 0.0.255.255 eq sccp (2000)
 From softphone to Communications Manager
 permit tcp 192.168.0.0 0 0.0.255.255 172.1.0.0 0.0.255.255 sccp (2000)
 From Hardphone to Communications Manager
 permit udp 10.1.0.0 0.0.255.255 range 16384 32767 192.168.0.0 0.0.255.255 range 16384 32767
 Audio/Video from endpoints to each other
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Our Network Voice
 Data Network
 10.1.*.*
 Voice/Video Network
 192.168.*.*
 DC
 172.1.*.*
 172.1.5.234
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Control the Access To Devices
 • Voice/Video takes 2 paths
 • TCP for call setup
 • UDP for audio/video
 • Does the audio/video gateway talk TCP to the endpoint?
 • The answer is no
 • Hard to setup a outside call without TCP
 • How would you write this ACL?
 • Allow TCP from 10.1.*.* to 172.1.*.*
 • Allow UDP from 10.1.*.* to 172.1.5.234
 • You can deny TCP to and from 10.1.*.* and 172.1.5.234• Default…..
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Control the Access To Devices
 permit tcp 10.1.0.0 0.0.255.255 172.1.0.0 0.0.255.255 eq sccp (2000)
 From softphone to Communications Manager
 permit udp 10.1.0.0 0.0.255.255 range 16384 32767 172.1.5.234 0.0.0.0 range 16384 32767
 Audio/Video inside to outside the building
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Layer 2
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Our Network
 Data Network
 10.1.*.*
 Voice/Video Network
 192.168.*.*
 DC
 172.1.*.*
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Lower Levels Affect Higher Levels Unfortunately this means if one layer is hacked, communications are compromised
 without the other layers being aware of the problem
 Security is only as strong as the weakest link
 When it comes to networking, Layer 2 can be a very weak link
 POP3, IMAP, IM, SSL, SSH
 Physical Links
 IP Addresses
 Protocols/Ports
 Initial Compromise
 Application Stream
 Co
 mp
 rom
 ise
 d
 Application
 Presentation
 Session
 Transport
 Network
 Data Link
 Physical
 Application
 Presentation
 Session
 Transport
 Network
 Data Link
 Physical
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Normal CAM Behavior with MAC (1/3)
 MAC A
 Port 1
 Port 2
 Port 3
 MAC Port
 A 1
 C 3
 ARP for B
 B Is Unknown—Flood the Frame
 MAC B
 MAC C
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Normal CAM Behavior with MAC (2/3)
 MAC A
 Port 1
 Port 2
 Port 3
 MAC B
 MAC C
 A Is on Port 1Learn:
 B Is on Port 2
 I Am MAC B
 MAC Port
 A 1
 C 3
 B 2
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Normal CAM Behavior with MAC (3/3)
 MAC A
 Port 1
 Port 2
 Port 3
 MAC B
 MAC C
 Traffic A B
 B Is on Port 2
 Does Not See Traffic to B
 MAC Port
 A 1
 B 2
 C 3
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CAM Overflow with MAC
 MAC A
 MAC B
 MAC C
 Port 1
 Port 2
 Port 3
 MAC Port
 A 1
 B 2
 C 3Y is on Port 3
 Z is on Port 3
 Y 3
 Z 3
 Traffic A B
 I See Traffic to B
 Assume CAM Table Now Full
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Mac Flooding Switches with macof
 Macof sends random source MAC and IP addresses
 Much more aggressive if you run the command–“macof -i eth1 2> /dev/null” –macof (part of dsniff): http://monkey.org/~dugsong/dsniff/
 macof –i eth1
 36:a1:48:63:81:70 15:26:8d:4d:28:f8 0.0.0.0.26413 > 0.0.0.0.49492: S 1094191437:1094191437(0) win 512
 16:e8:8:0:4d:9c da:4d:bc:7c:ef:be 0.0.0.0.61376 > 0.0.0.0.47523: S 446486755:446486755(0) win 512
 18:2a:de:56:38:71 33:af:9b:5:a6:97 0.0.0.0.20086 > 0.0.0.0.6728: S 105051945:105051945(0) win 512
 e7:5c:97:42:ec:1 83:73:1a:32:20:93 0.0.0.0.45282 > 0.0.0.0.24898: S 1838062028:1838062028(0) win 512
 62:69:d3:1c:79:ef 80:13:35:4:cb:d0 0.0.0.0.11587 > 0.0.0.0.7723: S 1792413296:1792413296(0) win 512
 c5:a:b7:3e:3c:7a 3a:ee:c0:23:4a:fe 0.0.0.0.19784 > 0.0.0.0.57433: S 1018924173:1018924173(0) win 512
 88:43:ee:51:c7:68 b4:8d:ec:3e:14:bb 0.0.0.0.283 > 0.0.0.0.11466: S 727776406:727776406(0) win 512
 b8:7a:7a:2d:2c:ae c2:fa:2d:7d:e7:bf 0.0.0.0.32650 > 0.0.0.0.11324: S 605528173:605528173(0) win 512
 e0:d8:1e:74:1:e 57:98:b6:5a:fa:de 0.0.0.0.36346 > 0.0.0.0.55700: S 2128143986:2128143986(0) win 512
 http://monkey.org/~dugsong/dsniff/
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Countermeasures for MAC Attacks
 Solution
 Port security limits MAC flooding attack and locks down port and sends an SNMP trap
 00:0e:00:aa:aa:aa
 00:0e:00:bb:bb:bb
 132,000
 Bogus MACs
 Only One MAC
 Addresses
 Allowed on the
 Port: Shutdown
 Port Security Limits the Amount of MACs on an Interface
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Port Security: Example Config
 Number is not to control access, it is to protect the switch from attack
 Depending on security policy, disabling the port might be preferred, even with VoIP
 Aging time of two and aging type inactivity to allow for phone CDP of 1 minute
 Cisco Catalyst OS
 set port security 5/1 enable
 set port security 5/1 port max 3
 set port security 5/1 violation restrict
 set port security 5/1 age 2
 set port security 5/1 timer-type inactivity
 Cisco IOS
 switchport port-security
 switchport port-security maximum 3
 switchport port-security violation restrict
 switchport port-security aging time 2
 switchport port-security aging type inactivity
 If violation error-disable, the following log message will be produced: 4w6d: %PM-4-ERR_
 DISABLE: Psecure-Violation Error Detected on Gi3/2, Putting Gi3/2 in Err-Disable State
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Extended Features for Port Security
 Per port per VLAN max MAC addresses
 Restrict now will let you know something has happened—you will get an SNMP trap
 – Everyone asked so Cisco did it
 Cisco IOS
 switchport port-security
 switchport port-security maximum 1 vlan voice
 switchport port-security maximum 1 vlan access
 switchport port-security violation restrict
 switchport port-security aging time 2
 switchport port-security aging type inactivity
 snmp-server enable traps port-security trap-rate 5
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Port Security and LLDP-MED
 • Link Layer Discovery Protocol-Media Endpoint Discovery (LLDP)• A standard that works like CDP for media endpoints
 • Could affect port security deployments
 • If the switch does not understand LLDP-MED• You will need to set the port to three; the device (phone) can be in both VLAN—voice
 and data—and the PC will be in the data VLAN
 • Or the setting can be two for the data VLAN (one phone and one PC) and one in the voice VLAN for the phone
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VLANS - Basic Trunk Port Defined
 Trunk ports have access to all VLANs by default
 Used to route traffic for multiple VLANs across the same physical link (generally between switches or phones)
 Encapsulation can be 802.1Q
 VLAN 10
 VLAN 20VLAN 10
 VLAN 20
 Trunk with: Native VLAN
 VLAN 10VLAN 20
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Basic VLAN Hopping Attack
 An end station can spoof as a switch with 802.1Q
 The station is then a member of all VLANs
 Requires a trunking configuration of the native VLAN to be VLAN 1
 VLAN 10
 VLAN 20VLAN 10
 Trunk with:Native VLAN
 VLAN 10VLAN 20
 Trunk with: Native VLAN
 VLAN 10VLAN 20
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Double 802.1Q Encapsulation VLAN Hopping Attack
 Send 802.1Q double encapsulated frames
 Switch performs only one level of decapsulation
 Unidirectional traffic only
 Works even if trunk ports are set to off
 Strip Off First,
 and Send
 Back Out
 802.1q Frame
 Note: Only works if trunk has the same VLAN as the attacker
 src mac dst mac 8100 08005 8100 96 data
 1st tag 2nd tag
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Security Best Practices for VLANs and Trunking
 • Always use a dedicated VLAN ID for all trunk ports
 • Disable unused ports and put them in an unused VLAN
 • Be paranoid: do not use VLAN 1 for anything
 • Disable auto-trunking on user facing ports (DTP off)
 • Explicitly configure trunking on infrastructure ports
 • Use all tagged mode for the native VLAN on trunks
 • Use PC voice VLAN access on phones that support it
 • Use 802.1Q tag all on the trunk port
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DHCP Function: High Level
 Send My Configuration InformationClient
 IP Address: 10.10.10.101
 Subnet Mask: 255.255.255.0
 Default Routers: 10.10.10.1
 DNS Servers: 192.168.10.4, 192.168.10.5
 Lease Time: 10 days
 Here Is Your Configuration
 DHCP Server
 Server dynamically assigns IP address on demand
 Administrator creates pools of addresses available for assignment
 Address is assigned with lease time
 DHCP delivers other configuration information in options
 Similar functionality in Ipv6 for DHCP
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DHCP Attack TypesDHCP Starvation Attack
 Gobbler/DHCPx looks at the entire DHCP scope and tries to lease all of the DHCP addresses available in the DHCP scope
 This is a Denial of Service DoS attack using DHCP leases
 DHCP Discovery (Broadcast) x (Size of Scope)
 DHCP Offer (Unicast) x (Size of DHCPScope)
 DHCP Request (Broadcast) x (Size of Scope)
 DHCP Ack (Unicast) x (Size of Scope)
 Client
 DHCPServer
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DHCP Attack TypesRogue DHCP Server Attack
 Client
 DHCPServer
 Rogue Server or Unapproved
 DHCP Discovery (Broadcast)
 DHCP Offer (Unicast) from Rogue Server
 DHCP Request (Broadcast)
 DHCP Ack (Unicast) from Rogue Server
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DHCP Attack TypesRogue DHCP Server Attack
 What can the attacker do if he is the DHCP server?
 IP Address: 10.10.10.101
 Subnet Mask: 255.255.255.0
 Default Routers: 10.10.10.1
 DNS Servers: 192.168.10.4, 192.168.10.5
 Lease Time: 10 days
 Here Is Your Configuration
 What do you see as a potential problem with incorrect information?
 Wrong default gateway—Attacker is the gateway
 Wrong DNS server—Attacker is DNS server
 Wrong IP address—Attacker does DOS with incorrect IP
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Countermeasures for DHCP AttacksRogue DHCP Server = DHCP Snooping
 By default all ports in the VLAN are untrusted
 Client
 DHCPServerRogue Server
 Trusted
 Untrusted
 Untrusted
 DHCP Snooping-Enabled
 DHCP Snooping Untrusted ClientInterface Commands
 no ip dhcp snooping trust (Default)
 ip dhcp snooping limit rate 10 (pps)
 Cisco IOS
 Global Commands
 ip dhcp snooping vlan 4,104
 no ip dhcp snooping information option
 ip dhcp snooping
 DHCP Snooping Trusted Serveror Uplink
 BAD DHCP
 Responses:
 offer, ack, nak
 OK DHCP
 Responses: offer,
 ack, nak
 Interface Commands
 ip dhcp snooping trust
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Countermeasures for DHCP AttacksRogue DHCP Server = DHCP Snooping
 Table is built by “snooping” the DHCP reply to the client
 Entries stay in table until DHCP lease time expires
 Client
 DHCPServer
 Rogue Server
 Trusted
 Untrusted
 Untrusted
 DHCP Snooping-Enabled
 DHCP Snooping Binding Tablesh ip dhcp snooping binding
 MacAddress IpAddress Lease(sec) Type VLAN Interface
 ------------------ --------------- ---------- ------------- ---- --------------------
 00:03:47:B5:9F:AD 10.120.4.10 193185 dhcp-snooping 4 FastEthernet3/18
 BAD DHCP
 Responses:
 offer, ack, nak
 OK DHCP
 Responses: offer,
 ack, nak
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ARP Function in Review
 Before a station can talk to another station it must do an ARP request to map the IP address to the MAC address
 – This ARP request is broadcast using protocol 0806
 All computers on the subnet will receive and process the ARP request; the station that matches the IP address in the request will send an ARP reply
 Who Is 10.1.1.4?
 I Am 10.1.1.4MAC A
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ARP Function Review
 According to the ARP RFC, a client is allowed to send an unsolicited ARP reply; this is called a gratuitous ARP; other hosts on the same subnet can store this information in their ARP tables
 Anyone can claim to be the owner of any IP/MAC address they like
 ARP attacks use this to redirect traffic
 You Are 10.1.1.1MAC A
 You Are 10.1.1.1MAC A
 I Am 10.1.1.1MAC A
 You Are 10.1.1.1MAC A
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ARP Attack Tools
 Ettercap in action
 As you can see runs in Window, Linux, Mac
 Decodes passwords on the fly
 This example, telnet username/ password is captured
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ARP Attack Tools: SSH/SSL Using these tools SSL/SSH sessions can be intercepted and bogus certificate
 credentials can be presented
 Once you have excepted the certificate, all SSL/SSH traffic for all SSL/SSH sites can flow through the attacker
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ARP Attack in Action
 Attacker “poisons” the ARP tables
 10.1.1.1MAC A
 10.1.1.2MAC B
 10.1.1.3MAC C
 10.1.1.2 Is Now MAC C
 10.1.1.1 Is Now MAC C
 ARP 10.1.1.1 Saying
 10.1.1.2 Is MAC C
 ARP 10.1.1.2 Saying
 10.1.1.1 Is MAC C
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ARP Attack in Action
 Transmit/ReceiveTraffic to
 10.1.1.1 MAC C
 Transmit/Receive Traffic to
 10.1.1.2 MAC C
 10.1.1.2MAC B
 10.1.1.3MAC C
 10.1.1.2 Is Now MAC C
 10.1.1.1 Is Now MAC C
 10.1.1.1MAC A
 All traffic flows through the attacker
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ARP Attack Clean Up
 10.1.1.2 Is Now MAC B
 10.1.1.1 Is Now MAC A
 ARP 10.1.1.1 Saying
 10.1.1.2 Is MAC B
 ARP 10.1.1.2 Saying
 10.1.1.1 Is MAC A
 10.1.1.2MAC B
 10.1.1.3MAC C
 10.1.1.1MAC A
 Attacker corrects ARP tables entries
 Traffic flows return to normal
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Countermeasures to ARP Attacks: Dynamic ARP Inspection
 Uses the DHCP snooping binding table information
 Dynamic ARP inspection– All ARP packets must
 match the IP/MAC binding table entries
 – If the entries do not match, throw them in the bit bucket
 Is This Is My Binding Table?NONone Matching
 ARPs in the Bit Bucket
 10.1.1.1MAC A
 10.1.1.2MAC B
 10.1.1.3MAC C
 ARP 10.1.1.1 Saying
 10.1.1.2 Is MAC C
 ARP 10.1.1.2 Saying
 10.1.1.1 Is MAC C
 DHCP Snooping-Enabled Dynamic ARP Inspection- Enabled
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Countermeasures to ARP Attacks: Dynamic ARP Inspection
 Uses the information from the DHCP snooping binding table
 Looks at the MacAddress and IpAddress fields to see if the ARP from the interface is in the binding; if not, traffic is blocked
 sh ip dhcp snooping binding
 MacAddress IpAddress Lease(sec) Type VLAN Interface
 ------------------ --------------- ---------- ------------- ---- --------------------
 00:03:47:B5:9F:AD 10.120.4.10 193185 dhcp-snooping 4 FastEthernet3/18
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Countermeasures to ARP Attacks:Dynamic ARP Inspection
 • DHCP snooping had to be configured so the binding table it built
 • DAI is configured by VLAN
 • You can trust an interface like DHCP snooping
 • Be careful with rate limiting—varies between platforms
 Configuration of Dynamic ARP Inspection (DAI)
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Countermeasures to ARP Attacks:Dynamic ARP Inspection
 Cisco IOS
 Global Commands
 ip dhcp snooping vlan 4,104
 no ip dhcp snooping information option
 ip dhcp snooping
 ip arp inspection vlan 4,104
 ip arp inspection log-buffer entries 1024
 ip arp inspection log-buffer logs 1024 interval 10
 Interface Commands
 ip dhcp snooping trust
 ip arp inspection trust
 Cisco IOS
 Interface Commands
 no ip arp inspection trust
 (default)
 ip arp inspection limit rate 15
 (pps)
 Dynamic ARP Inspection Commands
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Fundamental IPv6 vs. IPv4
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IPv6 Address Scope
 /24 2^8 256 2^104 20.282 x 10^30
 /16 2^16 65536 2^112 5.192 x 10^33
 mask IPv4 IPv6
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ICMPv6 Permissions
 • ICMPv6 is mandatory in IPv6
 • Used for infrastructure control
 • Error notification responses
 • ACL that drop ICMPv4 must be altered to allow ICMPv6
 • Should not just cut and paste the ACL over
 • DHCP
 • Stateful in IPv4
 • Stateless in IPv6
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Neighbour Discovery
 • All this gets covered in the IPv6 Session
 IPv4 IPv6
 ARP Request Neighbour Solicitation
 Broadcast Solicited Node Multicast
 ARP Reply Neighbour Advertisement
 Unicast Unicast
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Conclusion
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Summary of Security Best Practices• Understand what you want to protect and work towards that goal
 • Control access to trusted IPs and interfaces
 • Use login banner as notification tool
 • Control authenticated user movement by using command authorization
 • Archive configurations for insurance
 • Enforce command accounting to track changes on device
 • Control layer 2 attacks
 • Implement attack security features based on network vulnerabilities
 • Be aware of differences in IPv6 networks
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Complete Your Online Session Evaluation
 Don’t forget: Cisco Live sessions will be available for viewing on-demand after the event at CiscoLive.com/Online
 • Give us your feedback to be entered into a Daily Survey Drawing. A daily winner will receive a $750 Amazon gift card.
 • Complete your session surveys though the Cisco Live mobile app or your computer on Cisco Live Connect.

Page 83
                        

Continue Your Education
 • Demos in the Cisco campus
 • Walk-in Self-Paced Labs
 • Table Topics
 • Meet the Engineer 1:1 meetings
 • Related sessions
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Thank you
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